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Predmet: Upravljanje korporativne varnosti
Course title: Managing Corporate Security
. . Letnik
Studijski program in stopnja Studijska smer etni . Semester
. Academic
Study programme and level Study field year Semester
Mednarodni management — 2. ) 3
stopnja
International management —
2 3
2nd degree
Vrsta predmeta / Course type |Obvezni / Mandatory
Univerzitetna koda predmeta / University course code: |
Predavanja Seminar Vaje Klinicne vaje Druge oblike Samost. delo
Lectures Seminar Tutorial work Studija Individ. ECTS
work
30 | 0 | 0 0 0 Il

Nosilec predmeta / Lecturer:

Jeziki /
Languages:

|Doc. dr. Miha Dvojmo¢

Predavanja /
Lectures:

Slovensko/Slovenian

Anglesko / English

Vaje / Tutorial:

Slovensko/Slovenian

Anglesko / English

Pogoji za vkljucitev v delo oz. za
opravljanje Studijskih obveznosti:

Vsaj 80% prisotnost na predavanjih.

Vsebina:

1. Teoreti¢ne osnove korporativne varnosti

1.1 Temeljni pojmi, definicije in
multidisciplinarni pristop

1.2 Strateska izhodisca integralne korporativne
varnosti

1.3 Korporativna varnostna politika

2. Zagotavljanje zakonitega in nemotenega
poslovanja organizacije

2.1 Varnostna vprasanja
upravljanje

2.2 Zascita poslovnih skrivnosti

in korporacijsko

2.3 Politika neprekinjenega poslovanja in

vzpostavitev korporacijsko varnostne
kulture

2.4 Stratesko korporacijsko upravljanje
2.5 Pomen  zavarovalnistva
korporativnega zagotavljanja varnosti
2.6 Poslovna etika

znotraj

Content (Syllabus outline):

1. Theoretical bases of corporate security

1.1 Key concepts, definitions and
multidisciplinary approach

1.2 Strategic platform for integral and corporate
security

1.3 Corporate security policy

2. Provision of legal and uninterrupted
operations
2.1 Security issues and corporate governance

2.2 Protection of trade secrets, anti-

corruption processes and integrity of employee




3. Zascita pred tveganji in groZznjami

3.1 Ocenjevanje tveganj in grozZenj, specifi¢nih
za kriti¢no infrastrukturo ter specifi¢nih za
organizacijo

3.2 Ocenjevanje, zasCita in odkrivanje
protipravnih dejanj v organizaciji,
preslepitev in prevar v $kodo organizacije

3.3 Ocenjevanje, zasita, odkrivanje ter
vzpostavitev obvescevalnih in
kontraobvescevalnih ukrepov v organizaciji

4. Pravna zascita tehnologij in
informacijskega sistema (IT varnost):

4.1 Vzpostavitev informacijske varnosti

4.2 Priprava in sprejem ustreznih notranjih
aktov

4.3 Spremljanje in nadzor nad izvajanjem
navedenih pravil

5. Korporativna zascita stvarnopravnih
pravic in pravic intelektualne lastnine

5.1 Korporacijska zascita lastninske pravice in
drugih stvarnih pravic organizacije, zas¢ita
patentov, blagovnih znamk, modelov,
porekla proizvodov, zascita materialnih
avtorskih pravic organizacije

6. Zagotavljanje fizicnega in tehnicnega
varovanja

6.1 Varovanja premoZenja organizacije v
korporativnem smislu

6.2 Nadzor nad izvajanje varnostnih nalog
lastnih ali pogodbenih sluzb

6.3 Varnostno nacrtovanje in ocenjevanje
tveganj

7. Zagotavljanje varnega delovnega mesta v
organizaciji

7.1 Varovanje oseb in osebnih podatkov
(skladno z GDPR)

7.2 Pravna ureditev varovanja okolja

7.3 Pravna ureditev varnosti in zdravja na
delavnem mestu

2.3 Establishing a security policy and a
corporate safety culture

2.4 Strategic Corporate Management
2.5 Importance of insurance within the
provision of corporate security

2.6 Business Ethics

3. Protection from risk and threats

3.1 Risk assessment, evaluation and protection
for critical infrastructure and for
organization

3.2 Evaluation, protection and detection of
illegal acts, deception and fraud to the
detriment of the organization

3.3 Assessment, protection, detection and
the establishment of intelligence and
counter-measures in the organization)

4. Legal protection technologies and
information system (IT security):

4.1 Establishment of information security

4.2 Preparation and adoption of appropriate
internal regulations

4.3 Corporate and security monitoring and
supervision of the implementation of those
rules

5. Corporate protection of rights in rem and
rights of intellectual property

5.1 Corporate protection of property rights and
other real rights organizations, patents,

trademarks, designs, origin of the products,
protection of material rights organizations

6. Provision of private security

6.1 Corporate organization safeguarding the
assets of the organization

6.2 Control over the implementation of security
tasks

6.3 Establishment of safety engineering and
safety risk assessment

7. Ensure a safe workplace in organization
7.1 Protection of persons and personal data
(GDPR)

7.2 Legal regulation of environmental
protection

7.3 Legal regulation of health and safety at the
workstation




8. Korporacijsko upravljanje s kadri in
vodenje 8. Corporate governance and human

8.1 U&eta se organizacija in management resources management

vodenja 8.1 Learning organization and management
leadership
8.2 Kompetencni modeli 8.2 Competency Models
8.3 Konflikt, ¢ustva in krizno vodenje ter 8.3 Conflict, emotions and crisis management
reSevanje sporov with dispute resolving

Temeljni literatura in viri / Readings:
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20.

Sotlar, A. in Dvojmo¢, M. (2017). Integralna korporativna varnost (Studijsko gradivo). Ljubljana:
Fakulteta za varnostne vede.

Dvojmo¢, M. (2017). Integralna korporativna varnost. Varstvoslovje, 19(3), 252-272. Pridobljeno

na https://www.fvv.um.si/rV/arhiv/2017-3/04_Dvojmoc_rV_2017-3.pdf

Kop, 1. (1995): Varovanje in zas¢ita poslovnih skrivnosti. Ljubljana: Gospodarski vestnik.

Lobnikar, B. in Sotlar, A. (2006). Celovito upravljanje z varnostnimi tveganiji kot dejavnik dolgoro¢ne
uspesnosti podjetja. V: A. Dvorsek in L. Selinsek (ur.), Kriminalni napadi na premoZenje gospodarskih
subjektov: varnostni, pravni in zavarovalni vidiki. (str. 9-22). Maribor: Pravna fakulteta; Ljubljana:
Fakulteta za policijsko-varnostne vede.

Sennewald, C. (2011): Effective Security Management — Fifth Edition, Oxford: Butterworth-Heinemann,.
Vrsec, M. (1993): Varnost podjetja — tokrat drugace. Ljubljana: Viharnik.

Gerasimoski, S. Sotlar, A. in Dvojmoc¢, M. (2016). Private security in protection of critical infrastructures
—legal and practical aspects: comparative study of Macedonia and Slovenia. V 7th International
scientific conference Contemporary trends in social control of crime, 30-31 May 2016, Ohrid. Bitola:
University "St. Kliment Ohridski"; Skopje: Faculty of Security.

Znidari¢, B. (2004): Zavarovalnistvo in varnost., Ljubljana: Fakulteta za druzbene vede in

Slovensko zavarovalno zdruZzenje.

Rancigaj, K. in Lobnikar, B. (2012). Vedenjski vidiki zagotavljanja informacijske varnosti: pomen
upravljanja informacijske varnostne kulture. V: I. Bernik in G. Mesko (ur.), Konferenca Informacijska
varnost — Odgovori na sodobne izzive (Zbornik prispevkov). Ljubljana: Fakulteta za varnostne vede.
Standardi kakovosti ISO 9000:2000

Standardi varstva okolja ISO 14001

Standardi varnosti in zdravja pri delu OHSAS 18001

Standardi varovanja informacij ISO/IEC 17799

Standardi varnostnih storitev DIN 77200

Standardi varovanja s tehni¢nimi sredstvi IEC-EN

Zakoni in podzakonski predpisi za podrocja: varnost in zdravje pri delu, varstvo pred naravnimi in
drugimi nesre¢ami, varstvo okolja, industrijska lastnina, varstvo osebnih podatkov, varovanje tajnih
podatkov

Zakon o zasebnem varovanju - ZZasV-1, s podzakonskimi akti

Zakonodaja s podrocja zavarovanja in Slovenski zavarovalni standardi

Dvojmoc, M. in Pavli K. (2017). General Data Protection Regulation (GDPR) and the changes to national
legislation in the Republic of Slovenia. Criminal justice and security in Central and Eastern Europe:
from common sense to evidence-based policy-making: conference proceedings, 571-585.

Zakonodaja s podrocja varstva osebnih podatkov (ZVOP-1, ZVOP-2, GDPR)

Cilji in kompetence: Objectives and competences:



https://www.fvv.um.si/rV/arhiv/2017-3/04_Dvojmoc_rV_2017-3.pdf

Studentje bodo razvili naslednje kompetence:

sposobnost spoznavanja in uporabe temeljnih
pravnih institutov korporativnega varovanja in
varnostne politike

sposobnost analize, sinteze in reSevanja
varnostnih izzivov

sposobnost argumentiranega zagovarjanja
lastnih stalis¢

sposobnost organiziranja, posodabljanja,
racionaliziranja in vodenja varnostne
korporativne varnostne politike v organizaciji
sposobnost ocenjevanja tveganj, nacrtovanja,
izdelave in izvajanja varnostnih politik
sposobnosti spremljanja in nadziranja dela
sluzbe varovanja in drugih sluzb
korporativnega varnostnega sistema v
organizaciji

sposobnost prepoznavanja, upravljanja in
raziskovanja Skodnih pojavov in skod v
organizaciji

sposobnost svetovanja vodstvu organizacije
glede vzpostavitve korporativnega varovanja in
vzpostavitve varnostne politike

sposobnost izdelave cost - benefit analize v
razmerju med tveganji in varnostno politiko ter
porocanja lastnikom, top managementu in
organom upravljanja organizacij o stopnjah
ogroZenosti, Skodah, izgubah, tveganjih,
varnostnih ukrepih, stroskih in koristih
varnostnega Sistema

sposobnost analize trga varnostnih storitev
sposobnost za sodelovanje pri

pripravi zavarovalne pogodbe

sposobnost samostojnega vodenja podrocja
varnosti znotraj organizacije

Students will develop basic competences:

ability of understanding of basic legal institutes
of corporate security and security policy

ability to analyze, synthesize and predict

the solution to security challenges

ability of argumentative defense of own

views and take into account the views of
fellow students,

ability to organize, update, rationalizing
management and security of corporate
security policies within the organization

ability to assess risk, design of security policies
and responding to risks

ability to monitor and control labor protection
services and other services of corporate security
systems within the organization

ability to recognize, management and
exploration of loss events and claims in the
organization

ability to advise the organization's management
regarding the establishment of corporate
security and establishing security policy

ability to evaluate the financial cost of security
risks as opposed to the cost of setting up
security policies (cost / benfit analysis) with the
ability to reporting to owners, top management
and the managing authority organizations on
the degree of risk of injury, loss, risk, safety
measures, the costs and benefits of the safety
system

ability to market monitoring, security services
ability to participate in the preparation of
insurance contracts

ability for independent management of safety
within the organization

Predvideni Studijski rezultati:

Intended learning outcomes:

Student bo:

osvojil temeljne pojme o korporacijski varnosti

seznanil se bo z osnovnimi in poglobljenimi
nacini zagotavljanja korporativne varnosti
seznanil se bo z analiziranjem in ocenjevanjem
ter upravljanjem tveganj

seznanil se bo z varnostnim nadzorom
seznanil se bo z poslovno etiko in moralo
seznanil se bo z zas¢ito zaupnih dokumentov
in poslovnih skrivnosti

seznanil se bo s kriznim managementom

Students will understand the
importance of:

basic concepts of corporate security

basic and in-depth ways of ensuring corporate
security

the cost-benefit analysis

risk management

safety oversight

business ethics and morality

protection of confidential documents and trade
secrets

crisis management




- seznanil se bo s postavljanjem ciljev,
vrednotenjem ciljev ter koraki za doseganje
ciljev

- spoznal osnovne znacilnosti varnosti
informacij in varstvo osebnih podatkov;

- poznal pravne podlage in razumel razloge za
spremembe zakonodaje;

- spoznal varnostne politike na podrocjih in
obvezne sestavine za uskladitev delovanja
organizacij;

- spoznal kljuéna orodja vzpostavitve
informacijske varnosti in zagotovitve
varnosti informacij;

- seznanil se bo z zas¢ito zaupnih dokumentov
in poslovnih skrivnosti;

- spoznal zakonodajne zahteve in preko njih
potrebo po sistemskem pristopu v organizaciji
na podrocju varstva osebnih podatkov (PDCA
krog);

- spoznal koncepte korporativne zascite
stvarnopravnih pravic in pravic intelektualne
lastnine ter njihovo vlogo v korporativnem
svetu.

- setting goals, evaluating the goals and steps
to achieve the objectives

- get to know the basic principles of information
security and protection of personal data;

- get to know legal bases and understand the
reasoning behing legislative changes;

- get to know security policies and mandatory
components for interorganisational functionality
and accordance with the law;

- get to know key tools for establishing
information security and ensuring information
security;

- take note of the protection of confidential
documents and business secrets;

- meet the legislative requirements and through
them the need for a systematic approach in
the organization in the field of personal data
protection (PDCA circle);

- realized the concepts of corporate protection of

substantive and intellectual property rights and
their role in the corporate world.

Learning and teaching methods:

Oblike dela:

Delo v manjsih skupinah oz. v dvojicah
e-ucenje

Frontalna oblika poucevanja
drugo (vpisite)

]
]
|Z Samostojno delo Studentov
[
[]

Metode (nacini) dela:

[<] Razlaga

Razgovor/ diskusija/debata

| Delo z besedilom

Proucevanje primera

Igra vlog

Druge vrste nastopov Studentov
ReSevanje nalog

[ ] Studijski obiski podjetij ipd.)

|:| Vklju€evanje gostov iz prakse

[ ]udelezba na okrogli mizi, na konferenci

DA

Types of learning/teaching:
Frontal teaching

|E Work in smaller groups or pair work
E Independent students work

[ e-learning

L]
[ ] other

Teaching methods:

[<]| Explanation

E Conversation/discussion/debate
Work with texts

[X] Case studies

[<] Role-play

D Different presentation

[ Solving exercises

D Field work (e.g. company visits)
D Inviting guests from companies
[ |Attending round table and conference

Delez (v %) /

Weight (in %)

Assessment:




Pisni izpit

100 %

Type (examination, oral, coursework,
project):

Weritten examination




