‘ UCNI NACRT PREDMETA / COURSE SYLLABUS

Predmet: Nacionalni varnostni sistem Republike Slovenije

Course title: National Security system Republic of Slovenia
Studijski program in stopnja Studijska smer Letnik Semester
Study programme and level Study field Academic year Semester
Med?aro.(.jne n dlplorT\atske Varnostni in migracijski modul 2 3

Studije — 2. stopnja
Int tional and dipl ti
nierna |_ona and dipfomatic Security and migration module 2 3
studies — 2nd degree
Vrsta predmeta / Course type \Obvezni / mandatory

Univerzitetna koda predmeta / University course code: \

Predavanja Seminar Vaje Klinicne vaje Druge oblike Samost. delo ECTS
Lectures Seminar Tutorial work Studija Individ. work
30 | | | | %5 || 5

Nosilec predmeta / Lecturer: \Nosilec: izr. prof. Liliana BroZi¢, izr. prof. dr. Caleta Denis
Jeziki / Predavanja / |slovenséina/Slovene
Languages: Lectures: | angles¢ina/English
Slovenséina/ Vaje / Tutorial: | slovenséina/Slovene
Slovene angleséina/English
Pogoji za vkljucitev v delo oz. za opravljanje Prerequisits:
Studijskih obveznosti:
Aktivna udelezba na predstavitvenih Active participation on the all lectures;
predavanjih; Seminar on security issues, events, challenges
Izdelava seminarske naloge na temo from the student working environment.
varnostnih pojavov, dogodkov, izzivov iz At least 80% attendence at lectures.

Studentskega delovnega podrocja.
Vsaj 80% prisotnost na predavanijih.

Vsebina: Content (Syllabus outline):

Uvod v predmet (osnovni principi delovanja Introduction to the subject (the basic
modernega varnostnega okolja in opredelitev | operating principles of the modern security
temeljnih pojmov); environment and definition of basic




Varnost kot druzbeni fenomen in vrednota;
Zgodovinski okvir geostrateskih in politicnih
sprememb v svetovnem varnostnem okolju;
Problemi in varnostne dileme pri konceptu
varnosti;

Tveganje in upravljanje v odnosu do teorije
verjetnosti;

Varnostna soodvisnost nacionalne in
mednarodne varnosti;

Ugotavljanje ranljivosti delovanja
mednarodnega varnostnega okolja (ranljivost
in ogrozenost demokrati¢nih, politi¢nih,
poslovnih in drugih procesov);

Sistemski pristop k varnosti;

Sodobna varnostna teorija;

Varnostni sistem RS;

Subjekti nacionalno varnostnega sistema;
Oblikovanje koncepta sistemske zascite;
Civilno-varnostna in civilno-vojaska razmerja;
Nadzor nad delovanjem nacionalno
varnostnega sistema;

Sistem varovanja tajnosti;

Mednarodne obveznosti subjektov
nacionalne varnosti RS.

Analiza mednarodnega varnostnega okolja;
Opredelitev asimetri¢nih grozenj
(mednarodni terorizem, kibernetska
tveganja, organizirani kriminal, trgovina z
drogo in belim blagom);

Opredelitev geostrateskih varnostnih
razmerij in njihov vpliv na nacionalno
varnost;

Povezovanje sistema nacionalne varnosti z
zasebno varnostnimi sistemi v korporacijah.

concepts);

Security as a social phenomenon and value;
Historical context geostrategic and political
changes in the global security environment;
Problems and security dilemmas in the
concept of security;

Risk management in relation to probability
theory;

Safety interdependence of national and
international security;

Determining vulnerability of the international
security environment (threats and
vulnerability of democratic, political, business
and other processes);

Systematic approach to security;

Modern security theory;

National security system of RS;

Entities of the national security system;
Security system concept;

Civil security and civil-military relations;
Control over the functioning of the

National security system of Classified
information’s protection;

International obligations of the Republic of
Slovenia national security entities.

Analyses international security environment,
Define asymmetric threats (international
terrorism, cyber threats, organize crime,
illegal drug smuggling),

Define od geostrategic security relationship
ant their influence on the national security,
Compatibility of national security system and
connections with private security systems
and actors in business environment.

Temeljni literatura in viri / Readings:

AVBELJ, Matej. What future for the European Union? WZB Berlin social science center.
Center for global constitutionalism. Available online at: https://www.teof.uni-
lj.si/uploads/Avbelj_Future_EU.pdf. (Accessed on 10. 6. 2023).

AVBELJ, Matej, BATAGELJ, Polona, BROZIC, Liliana. Nova univerza in prihodnost Evropske
unije. Dignitas : revija za ¢lovekove pravice. 2021, [$t.] 89/90, str. 47-61, ilustr. ISSN 1408-
9653. [COBISS.SI-ID 72818435]

BROZIC, Liliana. Migration to the Republic of Slovenia as "A First Step" into the European
Union. Sociology and anthropology. 2020, vol. 8, no. 3, str. 72-81, ilustr. ISSN 2331-6179.
http://www.hrpub.org/download/20200430/SA3-19614580.pdf, DOI:




10.13189/5a.2020.080303. [COBISS.SI-ID 13697027]

BROZIC, Liliana. lllegal migration and the role of the Slovenian Armed Forces = llegalne
migracije in vloga slovenskih oboroZenih sil. Sodobni vojaski izzivi : znanstveno-strokovna
publikacija Slovenske vojske. [Tiskana izd.]. sep. 2020, letn. 22, §t. 3, str. 67-86. ISSN 2232-
2825. http://dk.mors.si/lzpisGradiva.php?id=1116,
http://www.dlib.si/details/URN:NBN:SI:doc-QZE3DQGS, DOI:
10.33179/BSV.99.5VI.11.CMC.22.3.4. [COBISS.SI-ID 31418627]

JURISIC, Dragisa, BROZIC, Liliana. Republika Srpska i evropski mehanizam civilne zastite. V:
CERANIC, Predrag (ur.). Zbornik radova Ill medunarodne nau¢ne konferencije ,Savremeni
izazovi i prijetnje bezbjednosti“, Banja Luka, Republika Srpska, BiH, 6. mart 2023. godine.
Banja Luka: Fakultet bezbjednosnih nauka, 2023. Str. 41-55. Edicija Zbornici. ISBN 978-
99976-976-3-9. [COBISS.SI-ID 155141379].

BROZIC, Liliana. Strate$ki kompas Evropske unije : nazaj v prihodnost ali naprej v reforme.
V: AVBELJ, Matej (ur.). KakSno Evropsko unijo ho¢emo?. Nova Gorica: Nova univerza,
Znanstvena zalozba, 2023. Str. 171-186. ISBN 978-961-95520-5-6. [COBISS.SI-ID 150080771]
BROZIC, Liliana. Women in the military : comparative analysis between Slovenia and North
Macedonia : lecture at Military Academy "General Mihailo Apostolski", Skopje, 19th June to
23rd June 2023. [COBISS.SI-ID 159289347]

BROZIC, Liliana. Gender in the military : lecture at Military Academy "General Mihailo
Apostolski", Skopje, 20. - 22. June 2022. [COBISS.SI-ID 118186755]

CONCIL OF THE EUROPEAN UNION, (2022) A Strategic Compass for Security and Defence -
For a European Union that protects its citizens, values and interests and contributes to
international peace and security, Brussels, 21 March 2022, 7371/22. Available online at:
https://www.consilium.europa.eu/en/press/press-releases/2022/03/21/a-strategic-
compass-for-a-stronger-eu-security-and-defence-in-the-next-decade/. (Acessedd on 20
May 2022).

EUROPEAN COMMISSION, Defence Industry and Space (2023) ‘European Union, European
Defence Fond’. Available online at: https://defence-industry-space.ec.europa.eu/eu-
defence-industry/european-defence-fund-edf_en. (Accessed on 17 July 2023).

CALETA, Denis, PERKOVIC, Sara. Return of foreign fighters of the Islamic state : challenges
for national security. Innovative issues and approaches in social sciences. May 2020, vol.
13, no. 2, str. 40-59. ISSN 1855-0541. http://www.iiass.com/pdf/IIASS-2020-no2-art3.pdf,
DOI: 10.12959/issn.1855-0541.11ASS-2020-no2-art3. [COBISS.SI-ID 15697923].

CALETA, Denis, PERKOVIC, Sara. Readiness of European countries for the return of foreign
fighters of Islamic state = Pripravljenost evropskih drzav na vrnitev tujih borcev Islamske
drZzave. Sodobni vojaski izzivi : znanstveno-strokovna publikacija Slovenske vojske. [Tiskana
izd.]. sep. 2020, letn. 22, §t. 3, str. 87-106. ISSN = 2232-2825.
http://dk.mors.si/lzpisGradiva.php?id=1117, http://www.dlib.si/details/URN:NBN:Sl:doc-
BARHBWQU, DOI: 10.33179/BSV.99.5VI.11.CMC.22.3.5. [COBISS.SI-ID 31427843].
JOVANOVIC, Aleksandar, JELIC, Marjan, CHAKRAVARTY, Somik, CALETA, Denis, GERBEC,
Marko, NGUYEN, Mai Thi, et al. Modelling interdependencies within and among critical
infrastructures/entities exposed to cyber-physical threats. V: SOLDATOS, John (ur.), PRACA,
Isabel (ur.), JOVANOVIC, Aleksandar (ur.). Cyber-physical threat intelligence for critical
infrastructures security : securing critical infrastructures in air transport, water, gas,
healthcare, finance and industry. Hanover: Now Publishers, 2021. Str. 51-83. NowOpen.




ISBN 978-1-68083-822-0, ISBN 978-1-68083-823-7. DOI: 10.1561/9781680838237.ch3.
[COBISS.SI-ID 75775747]

CALETA, Denis, PERKOVIC, Sara. Extremism and radicalization in the European environment
: security challenges of return foreign fighters. V: CALETA, Denis (ur.), POWERS, James F.
(ur.). Cyber terrorism and extremism as threat to critical infrastructure protection.
Ljubljana: Ministry of Defense Republic of Slovenia: Institute for Corporative Security
Studies; Tampa: Joint Special Operations University, 2020. Str. 23-51. ISBN 978-961-94444-
7-4. https://dk.mors.si/lzpisGradiva.php?id=1121,
https://dk.mors.si/Reader/Cyber_Terrorism_and_Extremism.html. [COBISS.SI-ID 34140419]
GABRUELCIC, Dugan, CALETA, Denis, ZAHARIADIS, Theodore, SANTORI, Francesca, DE
SANTIS, Corrado, GASPARINI, Teni. Security challenges for the critical infrastructures of the
energy sector. V: SOLDATOS, John (ur.). Cyber-physical threat intelligence for critical
infrastructures security : a guide to integrated cyber-physical protection of modern critical
infrastructures. Hanover; Delft: Now Publishers, 2020. Str. 226-244, graf. prikazi. ISBN 978-
1-68083-686-8, ISBN 978-1-68083-687-5.
https://www.nowpublishers.com/article/Chapter/9781680836868?cld=978-1-68083-687-
5.ch13, DOI: 10.1561/9781680836875.ch13. [COBISS.SI-ID 29203203],

CALETA, Denis (urednik), POWERS, James F. (urednik). Cyber terrorism and extremism as
threat to critical infrastructure protection. E-ed. Ljubljana: Ministry of Defense, Republic of
Slovenia: Institute for Corporative Security Studies; Tampa: Joint Special Operations
University, 2020. 1 spletni vir (1 datoteka PDF (203 str.)), ilustr. ISBN 978-961-94444-8-1,
ISBN 978-961-94011-2-5. https://dk.mors.si/lzpisGradiva.php?id=1121,
https://dk.mors.si/Reader/Cyber_Terrorism_and_Extremism.html,
http://www.dlib.si/details/URN:NBN:SI:doc-7Q7FD8GA. [COBISS.SI-ID 31817219]

CALETA, Denis (urednik), POWERS, James F. (urednik). Cyber terrorism and extremism as
threat to critical infrastructure protection. Ljubljana: Ministry of Defense Republic of
Slovenia: Institute for Corporative Security Studies; Tampa: Joint Special Operations
University, 2020. 203 str., ilustr. ISBN 978-961-94444-7-4.
https://dk.mors.si/lzpisGradiva.php?id=1121. [COBISS.SI-ID 28906755]

Cilji in kompetence:

Objectives and competences:

Program je zasnovan za izobraZevanje javnih
usluzbencev na razli¢nih podrogjih dela v javni
upravi. Studenti na FDS pa ne dobijo le
splodnih znanj o drzavi in njeni upravi, temvec
se podrobno seznanijo Se z eti¢nimi,
varnostnimi, obrambnimi ter stratesSkimi
vprasanji, katerih poznavanje je nujno za
celovito razumevanje drzave v danasnjem
post-modernem  svetu.  Pridobili  bodo
naslednje kompetence:

sposobnost in razvoj kriticnega misljenja pri

obravnavi temeljnih vprasanj, procesov in

problemov, sposobnost prehoda od opisnega
nacina

ucenja do analiticnega ucenja s

The programme is designed to train civil
servants in different areas of work in the public
administration. Students at the FDS not only gain
a general knowledge of the state and its
administration, but also an in-depth
understanding of ethical, security, defence and
strategic issues, knowledge of which is essential
for a comprehensive understanding of the state
in today's post-modern world. They will acquire
the following competences:

The ability and development of critical thinking
in dealing with fundamental issues, processes
and problems, the ability to move from
descriptive learning to analytical learning with an




poudarkom na samokriticnem misljenju,

razumevanje nujnosti nevtralnega
svetovnonazorskega pristopa pri reSevanju
problemov v javni upravi, izboljSanje

sposobnosti odlo¢anja o temeljnih dilemah
slovenske druzbe v konkretnih primerih,
vkljuevanje pridobljenega znanja v delovni
proces in reSevanje delovnih  nalog,
sposobnost predanega samostojnega dela in
njegove samorefleksije, sposobnost
skupinskega dela in odlocanje ter mrezenja na
sposobnost

reSitev in njihove uporabe v praksi, razvoj

strokovnem podrodju, iskanja
sposobnosti pisanja strokovnih prispevkov na
visoki strokovni ravni, sposobnost pravilnega
citiranja v besedilu in na njegovem koncu.

emphasis on  self-critical  thinking, an
understanding of the necessity of a neutral
world-view approach to problem-solving in
public administration, an improvement of the
ability to make decisions on the fundamental
dilemmas of Slovenian society in concrete cases,
integration of the acquired knowledge into the
working process and solving work tasks, the
ability to work independently and to self-reflect,
the ability to work in teams and to make
decisions and network in the professional field,
the ability to find solutions and to apply them in
practice, the development of the ability to write
professional papers at a high professional level,
the ability to cite correctly in the body of the text
and at the end of the text.

Predvideni studijski rezultati:

Intended learning outcomes:

Seznaniti Studente s pomenom, nosilci,
vsebino, problematiko in dobro prasko
nadziranja vodstvenih, poslovnih, proizvodnih,
financnih, logisti¢nih, informacijskih,
komunikacijskih in drugih procesov v
gospodarskih druzbah, javnih podjetjih,
zavodih in drugih organizacijah. Spoznati
morajo vlogo, kompetence in koristi notranjih
nadzornih mehanizmov ter vlogo in
kompetence drzavnih nadzornih institucij.
Zavedati se morajo, da so nadzorni mehanizmi
sestavni del proizvodnje, poslovanja, financnih
tokov, logistike, trzenja produktov in storitev
ter pomembni del upravljanja korporativne
varnosti, korporacijske kulture, ugleda in
konkurencnih prednosti sleherne gospodarske
in negospodarske organizacije. Poleg tega
morajo spoznati, da ima nadzor zakonsko
podlago, da se izvaja skozi mnoge standarde in
se v kon¢ni fazi izrazi kot celovito obvladovanje
kakovosti v doseganju poslovne odli¢nosti.

To introduce students to the meaning, drivers,
content, issues and good practice of controlling
managerial, business, production, financial,
logistical, information, communication and other
processes in companies, public enterprises,
institutions and other organisations. They should
be aware of the role, competences and benefits
of internal control mechanisms and of the role
and competences of state supervisory
institutions. They should be aware that control
mechanisms are an integral part of production,
operations, financial flows, logistics, marketing
of products and services and an important part
of the management of corporate security,
corporate culture, reputation and competitive
advantages of any economic or non-economic
organisation. Furthermore, they need to
recognise that supervision has a legal basis, is
implemented through a multitude of standards
and is ultimately expressed as total quality
management in the pursuit of operational
excellence.




Metode poucevanja in uéenja:

Learning and teaching methods:

Oblike dela:
|:| Frontalna oblika poucevanja

X Delo v manjsih skupinah oz. v dvojicah
X Samostojno delo Studentov

X e-ulenje

[ ] drugo (vpisite)

Metode (nacini) dela:

[ ] Razlaga

X Razgovor/ diskusija/debata

X Delo z besedilom

X Proucevanje primera

|:| Igra vlog

[ ] Druge vrste nastopov $tudentov
[ ] Redevanje nalog

[ ] Studijski obiski podjetij ipd.)

X Vklju€evanje gostov iz prakse

[ ]udeleZba na okrogli mizi, na konferenci

Types of learning/teaching:

[ ] Frontal teaching

X Work in smaller groups or pair work
X Independent students work

X e-learning

[ ] other

Teaching methods:

[ ] Explanation

X Conversation/discussion/debate
X Work with texts

X Case studies

|:| Role-play

[ ] Different presentation

[ ] Solving exercises

[ ] Field work (e.g. company visits)
X Inviting guests from companies
[ ]Attending round table and conference

Delez (v %) /

Nacini ocenjevanja: Weight (in %) Assessment:

Seminarska naloga 100% Seminar thesis

Reference nosilca/ Lecturer's references:

Liliana BroZic je doktorirala na Novi univerzi, Fakulteti za drZzavne in evropske Studije v letu 2010 z
naslovom IzobraZevalni sistem kot funkcija razvoja vojaske znanosti. Sest let je bila predsednica
Alumni kluba na isti fakulteti, dve leti je bila prodekanja za Studijske in Studentske zadeve in eno
leto dekanja fakultete. Zadnjih nekaj let je predsednica komisije za kakovost na mati¢ni fakulteti in
¢lanica skupine za kakovost na Novi univerzi.

Prvenstveno jo zanima podroéje nacionalne in mednarodne varnosti, oboroZene sile, EU in njena
Skupna in varnostna politika, enakost spolov v varnostnih institucijah, mednarodne migracije ter
metodologija raziskovanja in kakovost visokoSolskega Studija. Je avtorica ¢lankov na navedenih
podrodjih.




Liliana Brozic received her PhD from New University, Faculty of Government and European Studies
in 2010 with the title Education System as a Function of Military Science Development. She was
President of the Alumni Club at the same Faculty for six years, Vice-Dean for Academic and Student
Affairs for two years and Dean of the Faculty for one year. For the last few years, she has been the
Chair of the Quality Commission at her home faculty and a member of the Quality Group at the
New University.

Her main areas of interest are national and international security, armed forces, the EU and its
Common and Security Policy, gender equality in security institutions, international migration,
research methodology and quality in higher education. She is the author of articles in these fields.

Denis Caleta je leta 2007 doktoriral na Fakulteti za driavne in evropske $tudije. Je izredni profesor
na Fakulteti za drZzavne in evropske Studije s podro€ja nacionalnovarnostnega sistema in evropskih
varnostnih integracij. V Institutu za korporativne varnostne Studije opravlja naloge predsednika
Sveta ICS in je vodja raziskovalne skupine. Sodeloval in vodil je tudi nekaj raziskovalnih projektov.
Svoja dela je predstavil na Stevilnih mednarodnih konferencah in v znanstvenih revijah objavil ve¢
kot 10 originalnih znanstvenih ¢lankov. Clanki so na temo celovitega obvladovanja varnostnih
tveganj. Je tudi avtor dveh znanstvenih monografij. Bil je mentor pri ve¢ diplomah in magistrskih
delih. Poucuje Se na dveh fakultetah v Sloveniji.

Denis Caleta holds Ph. D. from Faculty of state and European studies, Slovenia in 2007. He is
associate professor at Faculty of state and European studies for national security studies and
European security associations. He is also President of the Board in Institute for Corporative
security studies and he is head of the resource group in the ICS. He has been managed and
participated in several research projects. He presented papers at many research conferences
worldwide. He authored and co-authored ten original scientific articles published in journals. The
papers and articles cover topics in managing the security threats. He is also author of two scientific
monograph publications. He supervised more diploma thesis, and master thesis. He also teaches
part time at two other faculties in Slovenia.




