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‘ UCNI NACRT PREDMETA / COURSE SYLLABUS

Predmet: Upravljanje podatkov in informacij
Course title: Data and information management
Studijski program in stopnja Studijska smer Letnik Semester
Study programme and level Study field Academic year Semester
Drzavne in evropske Studije — 1. 3 6
stopnja
Govermental and European studies
3 6
— 1st degree

Vrsta predmeta / Course type

Univerzitetna koda predmeta / University

‘ Izbirni /elective

course code: ‘

Predavanja Seminar Vaje Klinicne vaje Druge oblike Samost. delo
. . v s . . ECTS
Lectures Seminar Tutorial work Studija Individ. work
20 | 0 | | 0 | 0 130 || s
Nosilec predmeta / Lecturer: ‘ Izr. prof. dr. Miha Dvojmoc¢
Jeziki / Predavanja / Lectures: | slovenski /
Languages: slovenian
Vaje / Tutorial: | slovenski / slovenian

Pogoji za vkljucitev v delo oz. za opravljanje Prerequisits:

Studijskih obveznosti:

Vpis v tekoci letnik. Vsaj 80% prisotnost na
predavanijh.

Enrollment in the current year of study. At least 80%
attendence at lectures.

Vsebina:

Content (Syllabus outline):
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Viri informacijskega prava. Ustavnopravni temelji
informacijskega prava. E- uprava. Varstvo osebnih
podatkov. Informacije javnega znacaja. Ureditev
obravnavanja tajnih podatkov v ITS. Pogodbe s
podrocdja informacijskega prava. Hramba
prometnih podatkov - data retention. Varstvo
intelektualne lastnine. Racunalniski kriminal.
Racunalniski dokazi. Pristojnost sodis¢ pri
elektronskem razresevanju sporov.

Varovanje osebnih podatkov skladno z GDPR.

Pravna zascita tehnologij in informacijskega
sistema (IT varnost) z vzpostavitvijo informacijske
varnosti.

Pravna zascita tehnologij in informacijskega
sistema (IT varnost) z vzpostavitvijo informacijske
varnosti s pripravo in sprejemom ustreznih
notranjih aktov. Tehni¢na informacijska varnost s
pripravo in sprejemom ustreznih notranjih aktov.
Spremljanje in nadzor nad izvajanjem navedenih
pravil.

Sources of information law. Constitutional basis of
information law. E-administration. Protection of
personal data. Public Information. Arrangements for
the handling of classified data in ITS. Of the Treaty in
the field of information law. Retention of traffic data
- data retention. Protection of intellectual property.
Computer crime. Computer evidence. Jurisdiction of
the courts in electronic settlement of disputes.

Protection of and personal data (GDPR).

Legal protection technologies and information
system (IT security) and establishment of
information security.

Legal protection technologies and information
system (IT security). Establishment of information
security to the preparation and adoption of
appropriate internal regulations. Technical
Information Security with the preparation and
adoption of appropriate internal regulations.
Corporate and security monitoring and supervision
of the implementation of those rules.

Temeljni literatura in viri / Readings:

Dvojmoc, M. in Pavli K. (2017). General Data Protection Regulation (GDPR) and the changes to national

legislation in the Republic of Slovenia. Criminal justice and security in Central and Eastern Europe: from

common sense to evidence-based policy-making: conference proceedings, 571-585.

Zakonodaja s podrocja varstva osebnih podatkov (ZVOP-1, ZVOP-2, GDPR)

Standardi varovanja informacij ISO/IEC 17799

Hribar, D., Dvojmoc¢ M. in Markelj B. (2018). The Impact of the EU General Data Protection Regulation
(GDPR) on Mobile Devices. Varstvoslovje, 20(4), 414-433.

Bercic, Bostjan. Pregled tipicnih pogodb s podrocja infromacijskih sistemov. Pravna praksa, st. 32,

Ljubljana, 2003.
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Dvojmoc, Miha ; Tancer Verboten, Mojca (2022). Cyber (in)security of personal data and information in
times of digitization. Medicine, law & society. - ISSN 2463-7955. - Vol. 15, no. 2, str. 287-304

Dvojmoc, Miha. (2022).Reform of European personal data protection legislative framework — main
changes. International journal of public sector performance management. - ISSN 1741-1041. - Vol. 9, no. 4,
str. 432-450

Hribar, Domen ; Dvojmoc, Miha ; Markelj, Blaz. (2018). The impact of the EU General Data Protection
Regulation (GDPR) on mobile devices. Varstvoslovje : revija za teorijo in prakso varstvoslovja. - ISSN 1580-
0253. - Letn. 20, §t. 4, str. 414-433

Dvojmoc, Miha. (2018).Novosti na podro¢ju varstva osebnih podatkov. Direktor : revija za ljudi, ki vodijo. -
ISSN 2591-0159. - St. 32, str. 24

Cebulj, Janez, Zurej Jurij: Varstvo osebnih podatkov in informacije javnega znacaja, Nebra, Ljubljana 2005.

Lesjak, Andrej. Izbrane teme k pravu informacij, FDS, Kranj, 2017

Makarovic¢, Bostjan in drugi. Internet in pravo. Pravna fakulteta. Ljubljana 2003.

Sturm, Lovro (ur.). Komentar Ustave Republike Slovenije. Fakulteta za drzavne in evropske $tudije.
Ljubljana 2002 in Dopolnitev A. Ljubljana 2011 (komentarji k 2., 15., 35., 37., 38. In 39. ¢lenu Ustave).

Vintar Mirko, Grad, Janez (ur.): E - uprava: izbrane razvojne perspektive. Fakulteta za upravo, Ljubljana,
2004.

Cilji in kompetence: Objectives and competences:

The purpose of the course is to acquaint students
with the sources and constitutional basis of
information law, including EU law. In addition, its
purpose is to acquaint students with individual
institutes of information law and its role in modern
state administration.

Namen predmeta je seznaniti slusatelje z viri in
ustavnopravnimi temelji informacijskega prava,
vkljuéno s pravom EU. Poleg tega je njegov namen
seznaniti slusatelje s posameznimi instituti
informacijskega prava ter njegovo vlogo v sodobni
drzavni upravi.

Na tej podlagi bo Student pridobil sposobnost
osnovnega administrativno- pravnega svetovanja
glede resevanja posameznih vprasanj in primerov s
podrocja informacijskega prava in njegovih
posameznih institutov, vklju¢no z osnovnimi znanji
pri elektronskem razresevanju sporov.

On this basis, the student will acquire basic
administrative and legal advice on solving individual
issues and cases in the field of information law and
its individual institutes, including basic knowledge in
electronic dispute resolution.

Sposoben bo kriticnega razmisljanja glede sedanje | |It will be able to critically reflect on the current and
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in prihodnje ureditve informacijskega prava in
njegove vloge v sodobni drZzavni oziroma javni
upravi.

future regulation of information law and its role in
the modern state or public administration.

Predvideni Studijski rezultati:

Intended learning outcomes:

Znanje in razumevanje:

Poznavanje virov informacijskega prava in
njegovega ustavnopravnega okvira.

Osvojitev temeljnih pojmov o varstvu osebnih
podatkov, vkljuéno z varnostjo informacij, IT
varnostjo in klju¢nimi vidiki zagotavljanja varstva
osebnih podatkov, varnostnih politik na podrocju in
obveznih sestavin delovanja organizacij.

Poznavanje klju¢nih orodij vpeljave in zagotovitve
varnosti informacij.

Poznavanje in razumevanje temeljnih pojmov in
institutov s podrocja informacijskega prava in v tem
okviru problemov, ki zadevajo varstvo osebnih
podatkov v elektronskih zbirkah, elektronsko
poslovanje, varstvo informacijske intelektualne
lastnine, racunalniski kriminal, dokazno vrednost
racunalniskih zapisov itd.

Temeljna orientacija v pravnem sistemu (izbira
pravilnega materialnega in procesnega predpisa,
izbira pravega pravnega sredstva in pravnega
postopka).

Knowledge and understanding:

Knowledge of sources of information law and its
constitutional framework.

Understanding the basic concepts of personal data
protection, including information security, IT
security and key aspects of ensuring personal data
protection, security policies in the field and
mandatory components of the operation of
organizations.

Knowledge of key tools for implementing and
ensuring information security.

Knowledge and understanding of basic concepts and
institutes in the area of information law and in this
context of problems concerning the protection of
personal data in electronic databases, electronic
commerce, protection of information intellectual
property, computer crime, the probative value of
computer records, etc.

Basic orientation in the legal system (selection of
the correct material and procedural regulation,
choice of the right remedy and legal procedure).

Metode poucevanja in ucenja:

Learning and teaching methods:
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Predavanja bodo potekala v aktivnem dialogu s Lectures will be held in an active dialogue with the
Studenti, ob pomocdi sokratske metode ter z students, with the help of the socratic method, with
diskusijo, vprasanji in odgovori na vprasanja. discussion, questions and answers to questions. A
Manjsi del predavanj lahko poteka po klasi¢ni smaller part of the lectures can be done using the
metodi. E-uc¢enje. Kombiniran nacin Studija. traditional method. E-learing. Blended Learning.

Delez (v %) /

Nacini ocenjevanja: Weight (in %)  Assessment:
Seminarska

Seminarska naloga ter pisni ali ustni izpit. naloga Seminar paper and written or verbal exam.
(pripravain

predstavitev)
40% ; lzpit 60%

Reference nosilca / Lecturer's references:

Izr. prof. dr. Miha Dvojmoc¢ je doktoriral s podroc¢ja pravnih znanosti leta 2013, in sicer s podrocja
interpersonalnih kompetenc zasebnega varnostnega osebja ter pravne ureditve zasebno varnostnega
podrocja v Republiki Sloveniji. Je diplomirani varstvoslovec, na Fakulteti za drZavne in evropske Studije pa
je magistriral s podrocja zasebne varnosti in obcinskih redarstev. Leta 2005 se je usposabljal in pridobil
drzavne izpite iz javne uprave, vodenja in odlo¢anja v upravnem postopku ter vodenja in odlocanja v
prekrskovnem postopku. Poklicno pot je pricel kot zaposlen na InSpektoratu Mestne obcine Ljubljana, nato
nadaljeval v zasebnem sektorju in bil direktor poslovne enote vecdjega varnostnega podjetja, varnostni
menedZer in odgovoren za organizacijo in izvedbo najzahtevnejsih varnostnih projektov. Je tudi detektiv,
trenutno predsednik Detektivske zbornice Republike Slovenije, sluzboval pa je tudi na Ministrstvu za
notranje zadeve kot visji svetovalec na podrocju zasebnega varovanja. Izobrazbene in karierne izkusnje na
pravnem in varnostnem podrocju pripomoreta tako k teoreticnemu kot pravnemu poznavanju
obravnavane tematike.

Bibliografija: http://izumbib.izum.si/bibliografije/Y20200705122047-A42893411.html.

Associate Prof. Dr. Miha Dvojmoc received his doctorate with his legal sciences in 2013, namely with his
interpersonal competencies of private security persons and with legally regulated private security data in
the Republic of Slovenia. He has a degree in security studies, and a master's degree in private security from
municipal police at the Faculty of Government and European Studies. In 2005 he obtained state exams in
the following areas: public administration, management and decision-making in the administrative
procedure, management and decision-making in misdemeanor proceedings. He began his career as an
employee of the City Inspector of the City of Ljubljana, then continued in the private sector as a branch
CEO in a large security company, and as a security manager. He is also a detective, and currently the
President of the Chamber of Detectives of the Republic of Slovenia, he also served at the Ministry of the
Interior, as a senior adviser on private security. Legal and security educational and career experiences
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contribute to both theoretical and legal knowledge of the course.

Bibliography: http://izumbib.izum.si/bibliografije/Y20200705122047-A42893411.html.
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